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Worm, trojan, DDOS, virus. No, 
this isn't going to be a racy story. 
Well, maybe it will be. These are 
things that we definitely don't 
want to be caught with. 
 
You've probably heard of Code 
Red. No, not the one in the movie, 
the one in the news! Why is there 
so much interest in it? WHAT is it? 
 
Code Red is a worm that attacks 
your computer. According to 
Webopedia 
 (www.webopedia.internet.com), 
a worm is: " A program or 
algorithm that replicates itself 
over a computer network and 
usually performs malicious 
actions, such as using up the 
computer's resources and possibly 
shutting the system down. Also 
see virus." Not something *I* 
want on my computer! 
 
Code Red doesn't just use up a 
computer's resources or shut it 
down, though. It launches an 
application that does things you 
may never know about, yet will 
affect other computers! It will 
send out messages to a computer 
chosen by the writer of the 
particular Code Red worm you 
may have. 
 
First, let's look into who writes 
these worms. Many sociologists 
tell us that the people who write 
worms, viruses, trojans, etc., are 
those who consider themselves 
outcasts of society, 
misunderstood, and generally 
better than the rest of us. They are 
also, as a rule, extremely smart. 
Most are young. They understand 

computers and , often, programming. They tend to keep to themselves, and 
most of their friends are others who feel the same way they do. And many 
of them are extremely vindictive, lashing out at those whom they perceive 
as having somehow insulted them. In many cases, their revenge takes the 
form of doing harm to their victims' computer systems. They do this by 
sending pieces of code that specifically target their victims' computers or 
networks. 
 
How do they do this? The interesting part is that it's not really that hard to 
do, once you know how. On the Internet, there are actually 'kits' of code 
that allow anyone with enough programming savvy to launch an attack. 
 
How does Code Red work? It sets itself up on the infected computer, and 
waits to be activated by a message from its owner over the internet. This 
message will tell it the net address of the target computer, and then tell it 
to go to work. Work, in this case, is to send messages to the target 
computer. (There is a later variation of Code Red that, once established on 
a computer, "calls home" to tell its owner that it's ready to do its job, and 
does so each time the host system is connected to the Internet.) When it's 
'turned on' by its owner, the worm starts sending messages to the target as 
rapidly as possible. The messages don't actually say anything, the point is 
only to send messages. They can be random characters. The messages 
require the target computer to recognize each message, even if they are 
then discarded as being meaningless. This takes up resources on the target 
system. If enough messages come in to the target system, the server that's 
doing the receiving will either bog down, or stop receiving any messages 
for the target system because the target has exceeded it's allotment of 
server activity. This effectively shuts the target off from the Internet, and 
is known as a Denial Of Service attack, because it denies the target the 
services of its Internet Server. 
 
By itself, one host computer doing this to a target computer may not do 
enough activity to shut the server down. However, Code Red installs itself 
on many computers, numbering in the hundreds or even thousands. All of 
these computers, sending messages to one system, will almost surely shut 
down its server. Done this way, the DOS attack becomes a DDOS, or 
Distributed Denial Of Service attack. The target system can be shut down 
fairly easily using a DDOS, and a particularly nasty aspect of these attacks 
is that they are fairly difficult to defend against. After all, systems 
connected to the Internet are designed to receive messages. While it's 
possible to install filters on the server to attempt to filter out the DDOS 
messages, they are difficult to design in such a way that they let legitimate 
messages through while stopping the DDOS messages. 
 
You can imagine the havoc a DDOS can cause to a business that operates 
over the Internet. 
 
The particular worm I'm talking about, Code Red, won't actually harm 
most of us, because it only works against systems with Microsoft server 
software. It can, though, use your system as a "host", a launching pad for 
attacks against the target system. That doesn't mean, of course, that we are 
immune to worms just because we don't operate an Internet server. Worms 
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Westside Meetings 
 

ABACUS  building 
3rd Street & Earll 

 
The Second Saturday of each Month 

at 1:00 P.M. 

Eastside Meetings 
Pyle Adult Recreation Center 

3500 S. Rural Road 
Tempe, AZ 

(Just South of Southern Ave) 
 

The Fourth Saturday of each Month 
at 1:00 P.M. 

ABACUS 
Building 

Earll Drive 

3rd 

S 
t 
r 
e 
e 
t 

Southern 

R 
u 
r 
a 
l 
 
R 
d. 

Library  & 
Community 
Center 

Pyle 
Building 

US 60 

ASCIi 
4397 W. Bethany Home Rd. PMB#1296 
Glendale, AZ  85301 
 
ADDRESS CORRECTION REQUESTED 
 


